Cybercriminals use everything at their disposal to launch malicious
attacks and social networks are heavily leveraged by these bad
actors. Social networks are mainly used by cybercriminals to
collect information about users to be used for malicious intent.

There are two main strategies that are used to collect this
information.

The first strategy is the use of fake websites to steal personal and/
or confidential information such as logins and passwords.

The second strategy is harvesting what seem like unimportant
personal details that are shared on social networks but that
are used by cybercriminals to launch phishing attacks.

Here are 13 things to remember to stay safe on social networks:
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e Never click on links in
suspicious messages sent
through direct messages

Never click on unverified
links, videos, or files
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Don’t save your login
information on shared
computers

governments never ask

for your personal

information on social media.

Don’t be intimidated to @
respond. Also remember these ——
institutions will never ask such
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If something looks too good
to be true, it probably is.
Offers for free product or
money for example. Don’t

follow or click on those links @ L
Don’t respond to invitations to connect unless

you know the person or company

Don’t accept “friend”
requests from people
you don’t know




